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The issue of how much liability a software developer incurs, and under what circumstances, is complex, depending on many factors, such as the nature of the software produced, standards of technical competence, and exercise of reasoned judgment.





From the liability standpoint, a software system typically falls into one of two categories, although there are many cases in which it exhibits characteristics of both.  One category is when it qualifies as a "product".  Essentially, this means that it satisfies three conditions:


The producer introduces it into the "stream of commerce."


The producer is in the best position of all to assess and control the risks associated with the use of the software.


The producer is positioned best to distribute the costs of controlling the risks over all users.


Shrink-wrapped software fits this category.  An example from another product domain is manufactured SUV tires.





Software developed at the request of and to the specifications of the purchaser does not fit this category because it is not introduced into the stream of commerce (only the requesting purchaser can make use of it.)  Moreover in this case, the producer cannot distribute the cost of risk control over many purchasers.  Therefore, it is reasonable that the producer and requester share the risks in an equitable fashion.  So, how is the responsibility assigned to the developer for damages caused by use of the software?  Generally, the legal precepts related to negligence are applicable in this case.  This division of the consequences of risk requires the purchaser to assume the losses due to effects of software defects unless it can show that the developer was negligent.





Briefly, the failure to act in the way a reasonable, prudent and knowledgeable person would implies negligence.  Incorporated into the concept of prudence is recognition that the developer's proportion of responsibility rises as the risks increase.  For example, the developer of software that directly mediates life-critical decisions, such as in an aircraft's automatic pilot system, bears a much greater responsibility to assure software safety than the developer of non-critical software, such as a word processor.  Professional codes of ethics provide guidance, to some extent, for avoiding negligent actions. (cf. ACM Code of Professional Conduct http://www.acm.org/constitution/code.html)





What is the division of responsibility in the case of software that qualifies as a product?  In this case, conditions 2. and 3. suggest that the producer bear the bulk of the responsibility for damages arising from defects in the software.  Condition 1 implies that it is probable that the producer can recover these costs from the large sales volume it will experience.  Therefore, society considers the producer liable for damages, even though it was not negligent according to usual standards.  This is an example of what is called "strict liability." �


� For more information, see   Johnson, D. G. and  Nissenbaum, H. (eds.) Computers, Ethics & Social Values.  Prentice Hall, 1995.








