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Liability for Software Problems


Peter G. Neumann <Neumann@CSL.SRI.COM>


Sat 9 Aug 86 11:48:40-PDT 


All week long I have been waiting for either someone else to submit it or


for me to have a few spare moments to enter it:  an item from the Wall


Street Journal of last Monday, 4 August 1986, "Can Software Firms Be Held


Responsible When a Program Makes a Costly Error", by Hank Gilman and William


M. Bulkeley.  A few excerpts are in order.





  Early last year, James A. Cummings Inc. used a personal computer to prepare


  a construction bid for a Miami office-building complex.  But soon after the


  bid was accepted, the Fort Lauderdale firm realized that its price didn't


  include $254,000 for general costs.  Cummings blamed the error on the


  program it had used, and last October filed suit in federal court in Miami


  against the software maker, Lotus Development Corp.  The suit, which seeks


  $254,000 in damages, contends that Lotus' "Symphony" business program didn't


  properly add the general expenses, resulting in a loss in completing the


  contract.





  Lotus, based in Cambridge, Mass., disputes that contention, araguing that


  Cummings made the error.  The case, however, has had a chilling effect on


  the software industry.  For the first time, industry officials say, a case


  ma go to court that could determine if makers of software for personal


  computers are liable for damages when the software fails.  Some software


  makers also worry that such a case, regardless of the outcome, may lead


  to other suits by disgruntled consumers.  [...]





  Software makers are particularly concerned about paying for damages


  resulting from faulty software -- rather than just replacing the software.


  Such "consequential" damages have been awarded in suits involving larger


  computers.  Other types of damages from computer disputes "come from


  saying what benefits you were supposed to get compared with what benefits


  you didn't get," says Richard Perez, an Orinda, Calif., lawyer.  Mr. Perez


  won a $2.3 million judgment against NCR Corp. for Glovatorium, Inc., a dry


  cleaner that said its computers didn't work as promised.





The article goes on to note that most PC software comes on an "as-is" basis,


which doesn't provide for correction of errors.  Under the limited


warranties, the buyer does not even "own" the program.  Illinois and


Louisiana have passed "shrink-wrap" laws which imply that when you open the


package, that is equivalent to signing a contract that lacks guarantee and


prevents copying.





In the case of Cummings, they noticed they had left out the general costs,


and added them as the top line of a column of figures.  The new entry showed


on the screen, but was not included in the total.  Keep your eyes open for


whether the blame is placed on a naive user not following his instructions,


or on the software not doing what it was supposed to (or both).
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Computer program zeroes out fifth grader; Computerized gift-wrap


Peter G. Neumann <Neumann@CSL.SRI.COM>


Tue 6 Jan 87 19:46:17-PST 


Edward Reid dug into his archives for this one, from the Gadsden County


Times (FL), 25 Oct 1984.  One extra blank space between a fifth grader's


first name and his last name resulted in his getting a ZERO score on the


sixth-grade placement test.  Despite protests from his parents, he was


forced to reenter fifth grade.  It was six weeks into the new school year


before the test was finally regraded manually and the error detected.  (The


boy cried and wouldn't eat for days after he got the original score of


ZERO.)





Edward also produced a clipping from the Philadelphia Inquirer, 5 Dec 1986.


Computer printouts of the San Diego Unified School District's payroll


somehow did not make it to the shredder, instead winding up as Christmas


gift-wrapping paper in a local store (Bumper Snickers).  [Perhaps some of


the bumper crop wound up in the NY Mets' victory parade?]





------------------------


Engineering Ethics


Chuck Youman <m14817@mitre.ARPA>


Fri, 02 Jan 87 11:47:56 -0500 


The December 28 op-ed section of the Washington Post included an article


titled "The Slippery Ethics of Engineering" written by Taft H. Broome, Jr.


He is director of the Large Space Structures Institute at Howard University


and chairman of the ethics committee of the American Association of


Engineering Societies.  The article is too long to include in its entirety.


Some excerpts from the article follow:





 Until now, engineers would have been judged wicked or demented if they


 were discovered blantantly ignoring the philosopher Cicero's 2,000-year-old


 imperative:  In whatever you build, "the safety of the public shall be 


 the highest law."





 Today, however, the Ford Pinto, Three-Mile Island, Bhopal, the Challenger,


 Chernobyl and other technological horror stories tell of a cancer growing


 on our values.  These engineering disasters are the results of willful


 actions.  Yet these actions are generally not seen by engineers as being


 morally wrong. . . Some engineers now espouse a morality that explicitly


 rejects the notion that they have as their prime responsibility the


 maintenance of public safety.





 Debate on this issue rages in the open literature, in the courts, at public


 meetings and in private conversations. . . This debate is largely over four


 moral codes--Cicero's placement of the public welfare as of paramount


 importance, and three rival points of view.





 Significantly, the most defensible moral position in opposition to Cicero


 is based on revolutionary ideas about what engineering is.  It assumes that


 engineering is always an experiment involving the public as human subjects.


 This new view suggests that engineering always oversteps the limits of


 science.  Decisions are always made with insufficient scientific information.





 In this view, risks taken by people who depend on engineers are not merely


 the risks over some error of scientific principle.  More important and


 inevitable is the risk that the engineer, confronted with a totally novel


 technological problem, will incorrectly intuit which precedent that worked


 in the past can be successfully applied at this time.





 Most of the codes of ethics adopted by engineering professional societies


 agree with Cicero that "the engineer shall hold paramount the health,


 safety and welfare of the public in the performance of his professional 


 duties."





 But undermining it is the conviction of virtually every engineer that totally


 risk-free engineering can never be achieved.  So the health and welfare of


 the public can never be completely assured.  This gets to be a real problem


 when lawyers start representing victims of technological accidents.  They


 tend to say that if an accident of any kind occurred, then Cicero's code


 demanding that public safety come first was, by definition, defiled, despite


 the fact that such perfection is impossible in engineering.





 A noteworthy exception to engineer's reverence for Cicero's code is that of


 the Institute of Electrical and Electronics Engineers (IEEE)--the largest


 of the engineering professional societies.  Their code includes Cicero's,


 but it adds three other imperitives opposing him--without giving a way to


 resolve conflicts between these four paths.





 The first imperative challenging the public-safety-first approach is called


 the "contractarian" code.  Its advocates point that contracts actually exist


 on paper between engineers and their employers or clients.  They deny that


 any such contract exists--implied or explicit--between them and the public.


 They argue that notions of "social" contracts are abstract, arbitrary and


 absent of authority.





 [The second imperative is called] the "personal-judgment" imperative.  Its


 advocates hold that in a free society such as ours, the interests of business


 and government are always compatible with, or do not conflict with, the 


 interests of the public.  There is only the illusion of such conflicts. . .


 owing to the egoistic efforts of:





 -Self-interest groups (e.g. environmentalists, recreationalists);





 -The few business or government persons who act unlawfully in their own


  interests without the knowledge and consent of business and government; and





 -Reactionaries impassioned by the loss of loved ones or property due to


  business-related accidents.





 The third rival to public-safety-first morality is the one that follows 


 from the new ideas about the fundamental nature of engineering.  And they


 are lethal to Cicero's moral agenda and its two other competitors.





 Science consists of theories for claiming knowledge about the physical world.


 Applied science consists of theories for adapting this knowledge to individual


 practical problems.  Engineering, however, consists of theories for changing


 the physical world before all relevant scientific facts are in.





 Some call it sophisticated guesswork.  Engineers would honor it with a


 capitalization and formally call it "Intuition." . . . It is grounded in


 the practical work of millenia, discovering which bridges continue to stand,


 and which buildings.  They find it so compelling that they rally around its


 complex principles, and totally rely on it to give them confidence about what


 they can achieve.





 This practice of using Intuition leads to the conclusion put forward by


 Mike Martin and Roland Schinzinger in their 1983 book "Ethics in Engineering":


 that engineering is an experiment involving the public as human subjects.





 This is not a metaphor for engineering.  It is a definition for engineering.





 Martin and Schinzinger use it to conclude that moral relationships between


 engineers and the public should be of the informed-consent variety enjoyed


 by some physicians and their patients.  In this moral model, engineers would


 acknowledge to their customers that they do not know everything.  They would


 give the public their best estimate of the benefits of their proposed 


 projects, and the dangers.  And if the public agreed, and the engineers 


 performed honorably and without malpractice, even if they failed, the public


 would not hold them at fault.





 However, most engineers regard the public as insufficiently informed about


 engineering Intuition--and lacking the will to become so informed--to assume


 responsibility for technology in partnership with engineers (or anyone else).


 They are content to let the public continue to delude itself into thinking


 that engineering is an exact science, or loyal to the principles of the


 conventional sciences (i.e., physics, chemistry).





Charles Youman (youman@mitre)
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Software Testing


Danny Padwa <padwa%harvsc3@harvard.harvard.edu2>


Thu, 5 Nov 87 15:53:39 est 


    John Haller mentioned the question of software testing an issue or two


ago. Last summer I worked at a financial information company which (for obvious


reasons) takes software reliability very seriously. They had a testing system,


which, although sometimes tedious, seems to work extremely well.





    When the development group is ready with a software release, they


forward it to the quality assurace group, puts it up on a test system and


tries very hard to break it (i.e. we simulated market conditions that make


"Blue Monday" look like nothing). Very detailed test plans are written and


carried out, testing all sorts of possible failures.





    When the QA group signs off on it (often after a few trips back to


development for tuning) a software package goes to the Operations Testing


Group, which runs it on a test string exactly the way it would run after


release. If it is consistent with currently operating systems for about a week,


it is then released to the operations teams.





    While this is not a sure-fire solution, it does make reasonably sure


that any software that goes "live" can handle normal conditions (the Ops


testing) and weird ones as well.





    Does anyone out there have similar experiences with multiple-redundancy


in testing. (NOTE: The various testing groups are relatively well separated


        administratively, so that pressure on one group usually is not


        paralleled by pressure on another.


            Danny Padwa, Harvard University





 BITnet: PADWA@HARVSC3.BITNET   HEPnet/SPAN: 58871::PADWA (node HUSC3)


 MFEnet: PADWA@MFE.MFENET   UUCP: ...harvard!husc4!padwa          





38 Matthews Hall, Harvard University, Cambridge MA 02138 USA
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Product Liability


Martyn Thomas <mcvax!praxis!mct@uunet.UU.NET>


Tue, 8 Dec 87 12:25:07 BST 


An EEC Directive, mandatory throughout the Community from Summer 1988,


imposes strict (ie no-fault) liability on manufacturers of products which


cause personal injury or damage to personal property as a result of a


manufacturing defect.  For imported goods, the original importer into the


EEC is liable.





Liability is strict: the purpose of the Directive is to ensure that injured


people can recover damages without having to prove negligence (usually


impossible and always expensive).





The UK has enacted the Directive as Part 1 of the Comsumer Protection Act 1987


(which comes into force on March 1st 1988).  The UK has included a defence:


"that the state of scientific and technical knowledge at the relevant time was


not such that a producer of products of the same description as the product in


question might be expected to have discovered the defect if it had existed in


his products while they were under his control".  This defence is not allowed


in France, the Netherlands, or Luxembourg.  West Germany allows the defence


except for Pharmaceutical products.





It is expected that the Act will greatly increase the adoption of software


Quality Assurance (to conform to ISO standard ISO 9001) and the use of


mathematically rigorous specification and development methods (VDM, Z etc).





Martyn Thomas, Praxis plc, 20 Manvers Street, Bath BA1 1PX UK.
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Patched software threatens $26b federal retirement fund


Ed Borodkin <Borodkin@DOCKMASTER.NCSC.MIL>


Thu, 20 Apr 95 14:15 EDT 


The following, from the 17 April Government Computer News, highlights the


risks from inadequate configuration control:





"An audit of the $26 billion federal employees' Thrift Savings Plan found


that ineffective control of software development has left the plan


vulnerable to processing interruptions and may have compromised its data


integrity."





The article notes that the audit found:


"- Between 1990 and 1993, more than 800 changes were made annually to


   the software.


"- About 85 percent of 1993 updates, mandated or emergency changes,


   bypassed upfront quality assurance database testing.


"- Comprehensive quality assurance testing was rarely performed.


"- Six programmers, 17 percent, accounted for more than 40 percent of all


   1992 and 1993 TSP software changes, for which there was little


   documentation."





Ed Borodkin
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NASA Finds Problems In EOSDIS Flight Operations Software Development


Ron Baalke <baalke@kelvin.jpl.nasa.gov>


10 Apr 1998 21:45 UT 


David E. Steitz, Headquarters, Washington, DC (202/358-1730)


Allen Kenitzer, Goddard Space Flight Center, Greenbelt, MD (301/286-2806)


RELEASE:  98-60, April 10, 1998





NASA FINDS PROBLEMS IN EOSDIS FLIGHT OPERATIONS SOFTWARE DEVELOPMENT





NASA has found software performance problems with ground system software


required to control, monitor and schedule science activities on the Earth


Observing System (EOS) series of spacecraft.





Officials believe these problems will delay the software which will impact


the launch date for the Earth Observing Spacecraft AM-1.  The launch,


originally planned for late June 1998, from Vandenberg Air Force Base, CA,


will be delayed at least until the end of the year.





The Ground Control Software, called the "Flight Operations Segment" (FOS)


software, is part of the Earth Observing System Data and Information System


(EOSDIS), the ground system responsible for spacecraft control, data


acquisition, and science information processing and distribution for NASA's


Earth Science enterprise, including the EOS flight missions.





The problem is with the EOSDIS control center system FOS software that


supports the command and control of spacecraft and instruments, the


monitoring of spacecraft and instrument health and safety, the planning and


scheduling of instrument operations, and the analysis of spacecraft trends


and anomalies.





What was supposed to have been the final version of the software was


delivered to NASA by Lockheed Martin on March 31, to support integrated


simulations with the EOS AM-1 spacecraft.  Testing of this software delivery


revealed significant performance problems.  Program managers expect it to


take several weeks to clearly understand whether correcting the current


software or taking other measures is the best approach.





"We're concurrently looking at commercial off-the-shelf technology that was


not available when this software system initially was designed," said Arthur


"Rick" Obenschain, project manager for EOSDIS at NASA's Goddard Space Flight


Center, Greenbelt, MD.  "If for some reason the current software problems


cannot be fixed, we have a backup plan."





Prior to the March 31 delivery, there were three previous incremental


deliveries of the software in August 1997, December 1997 and February 1998.


Previous versions of the software successfully demonstrated real-time


commanding functions with the AM-1 spacecraft.  In the new version, however,


a number of problems identified in the previous software deliveries were not


corrected as expected, and significant problems were found in the new


capabilities.  Problems include unacceptable response time in developing


spacecraft schedules, poor performance in analyzing spacecraft status and


trends from telemetry data, and improper implementation of decision rules in


the control language used by the flight team to automate operations.





Government/contractor teams have been formed to evaluate options for


correcting these problems to minimize impact on the AM-1 launch.  A recovery


plan is being developed and will be reviewed during the last week of April.





The FOS is being developed by Lockheed Martin under subcontract to Raytheon


Information Systems Company under the EOSDIS Core System contract.  The


Flight Operations Segment of the EOSDIS software has cost $27.5 million as


of February 1998.





THE EOSDIS and EOS AM-1 are part of NASA's Earth Science enterprise, a


long-term research program designed to study Earth's land, oceans,


atmosphere, ice and life as a total integrated system.  Goddard manages the


development of EOSDIS and EOS AM-1 for NASA's Office of Earth Science,


Washington, DC.
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Software problems with new-generation air-traffic control center


"Peter B. Ladkin" <ladkin@rvs.uni-bielefeld.de>


Wed, 21 May 1997 20:22:32 +0200 


*Flight International*, 21-27 May 1997, pp. 26-27, has an article by Andrew


Doyle entitled "Moving Target", subtitled "Software problems are delaying


the completion of the world's most advanced air-traffic-control centre". The


$570M center is said by National Air Traffic Services (NATS) to be "the


largest and most advanced development of its kind in the world". The


problems have delayed the opening by 15 months and "stem from the unusually


high number of `bugs' which prime-contractor Lockheed Martin is having to


remove from the 1.82 million lines of software code at the heart of the


system."





The system is designed to fulfill 3,300 "functional requirements" and work


on 203 workstations. Around 1M lines were written initially by IBM staff


without previous ATC project experience. IBM's Federal Systems Division was


acquired by Loral, which was in turn taken over by Lockheed Martin. The


London area NATS program director, Dr. John Barrett, is reporting around 15


defects per 1,000 lines, as opposed to the expected figure of between 8 and


12. He claims they are clearing them at a rate of 500 per month, there are a


lot still to remove, and "we know where all the bugs are."





This last statement stands a very, very good chance of being false, for


reasons that should be well-known to RISKS readers.  I tend to forget how


some segments of the software industry still likes to talk about its


product. I can imagine a nonexpert reader thinking, well, if you know where


those buggy lines are, why not just throw them away?





Being `buggy' or `correct' is not a property of single lines of code, and I


don't know how a professional can still talk in those terms.  Significant is


that the system appeared to work on 30 workstations, but they had trouble


scaling up to 150. I wish NATS, and us air travellers, the very best of


luck. I also wish we could talk in more sensible terms in public about


software quality control.





Peter Ladkin, Universitaet Bielefeld, Technische Fakultaet, D-33501


Bielefeld, Germany ladkin@rvs.uni-bielefeld.de  +49 (0)521 106-5326/5325/2952
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Re: Potential software nightmare for ISS (Gross, RISKS-19.49)


<[identity withheld by request]>


Wed, 10 Dec 1997 14:14:23 -0800 (PST) 


This is a note on Philip Gross' well-justified concern over the


International Space Station software. The *Aviation Week* article he cites


concludes with a telling quote: "'Most people would not have given us a


snowball's chance in Hell to finally pull this thing off, but now we are


actually headed toward the pad to launch it,' [Randy] Brinkley [NASA's ISS


program manager] said."





This strikes me as reminiscent of the narrow definition of "success" that


preceded the Challenger explosion. As Richard Feynman stated, NASA was


playing " ... a kind of Russian roulette .... [The shuttle] flies [with


O-ring erosion] and nothing happens. Then it is suggested, therefore, that


the risk is no longer so high for the next flights." Feynman was stunned by


NASA's ability to take a nonlinear event -- the erosion of a material by a


hot gas -- and translate it into binary terms, into a "linear rule of


thumb," as James Gleick put it in his text on Feynman, GENIUS.





The point here is that "going to the launch pad" is not equal to success,


because getting the asset on orbit is not the end.  Structural integrity


cannot overcome weakness in 3.5M LOC, especially when that much code means


that the astronauts themselves are there to do experiments, not to "fly" the


ISS. We are watching the establishment of an autonomous unit in space with


the humans serving as back-up to the back-up to the back-up.  Structural


integrity AND bad code is equal to disaster.





I would concur with Peter Gross' concern that a few months of testing is not


enough, that NASA is testing its material far more than its code -- which is


surprising considering the rigor that NASA's contractor brings to its


shuttle software: each of the last three releases (each 420K LOC) had one


(1) error each, with the last eleven releases having a total of 17 errors. I


wonder if the 3.5M LOC for the ISS will have a handful of errors in its





----------------------------





Programmable defibrillator bug


Steve Bellovin <smb@research.att.com>


Wed, 10 Dec 1997 11:20:32 -0500 


The AP reports that a particular brand of implantable defibrillator has a


programming bug -- it can cause the patient's heart to race.  A fix has been


developed, and doctors will be able to use a small radio transmitter to load


in the new code.  Of course, that raises other issues, such as how the code


is authenticated, how well a more distant transmitter can load new code into


someone else's body, etc....
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Baber, R-18.89





