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Summary

As a result of the growing popularity of wireless networks, in particular mobile ad hoc networks (MANET),
security over such networks has become very important. Trust establishment, key management, authentication,
and authorization are important areas that need to be thoroughly researched before security in MANETS becomes a
reality. This work studies the problem of secure group communications (S GCs) and key management over MANETS,
It identifies the key features of any SGC scheme over such networks. AUTH-CRTDH, an efficient key agreement
scheme with authentication capability for SGC over MANETS, is proposed. Compared to the existing schemes, the
proposed scheme has many desirable features such as contributory and efficient computation of group key, uniform
work load for all members, few rounds of rekeying, efficient support for user dynamics, key agreement without
member serialization and defense against the Man-in-the-Middle attack, and the Least Common Multiple (LCM)
attack. These properties make the proposed scheme well snited for MANETS. The implementation results show that
the proposed scheme is computationally efficient and scales well to a large number of mobile users. Copyright ©
2007 John Wiley & Sons, Ltd.
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1. Introduction

Wireless networks, in particular mobile ad hoc
networks (MANETS), have revolutionized the field of
data networking with applications in numerous fields.
MANETSs can be used in all those situations where there
is no time or resources available to setup a backbone

network or infrastructure. With their increasing usage,
information security over such networks becomes vital,

In wired networks, security services such as
authentication, key management, and authorization are
generally provided by a trusted central authority. In
MANETs, since the services of such a central authority
are not usually available, the members have to provide
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such services themselves. Trust establishment, key
management, and authorization are important areas that
need to be thoroughly researched before security in
MANETS becomes a reality. In this paper, we study the
problem of authenticated key management and secure
group communications over MANETS.

Secure group communication (SGC) is defined as
the process by which members in a group can securely
communicate with each other and the information
being shared is inaccessible to anybody outside the
group. In such a scenario, a group key is established
among all the participating members and this key is
used to encrypt all the messages destined to the group.
A good SGC protocol should efficiently manage the
group key when members join and leave; this is espe-
cially true in MANETSs where the members are highly
mobile and the network topology is dynamic. SGCs
and key management in MANETS are closely related
since the mobile nodes in the ad hoc environment
antomatically form a group. A number of protocois
have been proposed to handle SGC over wired networks
[1-6]. Considerable research has also been done on key
management over infrastructure-based wireless sensor
networks usually comprising of hundreds of small
sensor nodes [7-14]. On the other hand, only a few
schemes [15-17] have been proposed to handle SGC
over MANETS and none of these protocols efficiently
handle the unique problems posed by MANETS.

In this work, we consider the scenario of a ‘true’
MANET wherein, the participating members do not
share any secret beforehand and wish to form a network
for further communication. Earlier, we proposed
an efficient group key management scheme for
MANETs based on Chinese Remainder Theorem and
Diffie-Hellman (DH) key exchange, called CRTDH
[18]. In this paper, we extend the CRTDIH scheme
to include mutual authentication during the key
agreement process, called AUTH-CRTDH. The mutual
authentication among group members helps defend
against the Man-in-the-Middle attack. In addition,
AUTH-CRTDH solves the Least Common Multiple
{LCM) problem and the small &; problem existing in
the CRTDH protocol. We also include the simulation
and experiment results and comparisons of our scheme
with the typical existing schemes. AUTH-CRTDH
has many desirable features with regard to MANETS.
AUTH-CRTDH does not require member serialization
or structure, supports a high level of user dynamics
{member(s) join/leave), and does not require the
involvement of a central authority in key agreement.
Moreover, computation is equally distributed among
all the members and it is efficient in communication.

Copyright © 2007 John Wiley & Sons, Lid.

The rest of the paper is organized as follows. The
desired SGC properties over MANETS are presented in
Section 2. Section 3 describes the related work on SGC
schemes for wireless networks. Section 4 describes the
CRTDH protocol for SGC over MANETSs. Section 5
introduces AUTH-CRTDH and discusses its defense
capabilities. Section 6 presents our implementation
results. The conclusions are given in Section 7.

2. Desired SGC Features Over MANETs

In this section, we discuss the properties of a secure
group communication scheme, features of a MANET,
and then the desired features of any SGC scheme
operating over MANETS. In order to enable efficient
SGC, any SGC scheme has to satisfy the following
properties: key establishment to achieve a shared group
key, member join with backward secrecy enforcement,
member leave with forward secrecy enforcement,
bursty operation allowing multiple nsers to join and/or
leave simultaneously, and efficiency with the minimum
amount of computation and communication.

Besides the above features, MANETs have some
interesting features that need to be addressed. Here we
identify the important MANET features with respect
to SGC: (1) no Pre-shared secret—‘Pre-shared secret’
means that the group members have a common group-
wide shared secret value in advance. This secret value
is private and only known to the group members but
not known to the public®. In MANETSs, since the
participating members are not known beforehand, it
is mot possible to assume that the members share
some secret information before forming the group;
(2) no centralized Trusted Authority {TA) or Group
Controller (GC)—in many wireless networks such
as wireless LAN, the TA/GC is provided by a base
station. In MANETs, the assumption of a central
anthority is invalid since the network is formed by
all the participating nodes themselves without any
infrastructure; (3) battery power—This is the primary
concern for a mobile node. Any application or service
should be power-optimized to run in an ad hoc
environment since ad hoc nodes are energy starved

¥Note that many SGC group key management schemes,
including our proposed CRTDH/AUTH-CRTDH scheme,
assume there are some public parameters such as the prime p
and the generator g and public information such as users’ IDs
and public keys. Such public information is pre-knowledge
(i.e., is made known to all in advance) for schemes to work
but not pre-shared secret information.
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devices. Every time a wireless node transmits or
receives information it has to expend some battery
power. An adversary can launch a different type of
attack which drains the nodes batteries [19], Hence,
an algorithm for SGC should be efficient in both
computation and communication; (4) equal work
load—all mobile nodes are in equal position and have
equa] capability; (5) mobility—The nodes in MANETS
are highly mobile. A mobile node may fall in and out
of range from any of the other nodes and thus from
the MANET. With respect to an SGC protocol, a high
level of mobility means that any SGC scheme should
efficiently support user join and leave operations.

Due to the above features of MANETS, an ideal
SGC scheme for MANETS should. have its unique
properties including the following: (1) avoidance of
Member Serialization— ‘Member serialization” means
that the group members are organized in certain
order and numbered in a pre-defined (even cyclic)
sequence. In order to create the group key, the messages
are sent from one member to another in the pre-
defined sequence. Or if multicast/broadeast is used, the
keying multicast contains information about intended
receiving members’ IDs or sequence numbers so
that the receiving members can identify/extract their
corresponding portions of the key materials to perform
correct execution of the protocol®. In MANETs with
high node mobility, such serialization is not efficient
since the sequence may not correspond to the best
geographic node placement and may lead to increased
communication cost, Also, in such protocols there is
the additional overhead of serializing the members
and operations; {2) contributory key agreement—this
is defined as a key establishment protocol whose secret
key is a function of information contributed by all the

YA number of $GC key management schemes reguire
group member serialization or sequencing. For example, in
GDH.2, sirict member serialization is required. m; first sends
rekeying message to ms, then m; to ma, -+, until m,_; to
m, in sequence, and finally m, sends rekeving materials
back to my, my, .-+, m,_,. This last step can be done by
unicasting each rekeying material rm; to m; or broadcasting
< Fmy, ¥y, - -, ri,_ > to all. The broadcast message
indicates every portion of rekeying materials clearly so that
each member m; can get its rekeying material rm; from its
corresponding ith portion. In contrast, in the newly proposed
CRTDH/AUTH-CRTDH scheme, all k;s are mixed/combined
into one CRT value (an integer). There is no need for ordering
members and the CRT integer contains no information about
which part of it is a specific &;. A receiving member of the
CRT integer can directly compute the needed k; by a simple
integer division.

Copyright © 2007 John Wiley & Sons, Ltd,

participants in the group, so that no member can pre-
determine the value of the key. The best example for
key agreement is the DH key exchange protocol [20].
Since the existence of either a centralized TA, GC, or
a pre-shared secret among all the mobile nodes is not
assumed, the SGC scheme should be a key agreement
protocol. Also, using a contributory protocol ensures
that all the group members in the MANET play an
equal role in the computation of the group key instead
of a few nodes doing the bulk of the work. This results
in uniform energy consumption at all nodes, which
is significant in wireless ad hoc nodes with limited
power budget; (3) efficiency—as previously described,
any scheme for MANETS should be efficient in both
coinputation and communication since mobile nodes
are typically computation and memory constrained
devices with limited battery power; (4) good user
dynamics—this means that the SGC scheme should
be able to support member join/leave operations
efiiciently. This is a very important feature in MANETs
due to its highly dynarnic topology and user mobility.

3. Related Work

In the last section, we concluded that an SGC scheme
over MANET' should be a contributory key agreement
scheme with efficient support for user join and leave. In
this section, we first discuss relevant contributory key
agreement schemes proposed in literature. Next, this
section also deals with some earlier protocols proposed
to support SGC over MANETS. The suitability of these
schemes for MANETS is also discussed.

3.1. Contributory Key Agreement Schemes

Steiner et al. have proposed an elegant extension to
DH exchange for dynamic peer groups in References
[5,21,22] called Group DH (GDH) (consisting of
GDH.1, GDH.2, and GDH.3). GDH.2 is a contributory
scheme which has very good support for user
join/leave. GDH.2 is probably a good scheme for wired
networks but it has some properties that are not suited
for MANETSs. Most importantly, GDH.2 requires that
the members be serialized or structured in a particular
order and information be sent from one node to another
in a serial fashion. This is not a desired feature on
MANETSs as discussed earlier. Also, as information
is sent from one node to another in the sequence,
the message size and the computation done by the
nodes keep increasing. Additionally, the last nede that
receives the information has to act as the GC. There
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does not exist a sense of ‘fairness’ among the nodes
since some nodes do much more work than the others,
particularly those higher up in the sequence do more
work than others lower in the sequence. Thus, in
using GDH.2 for MANETS deciding the structure or
sequence order of the nodes and deciding the node
which performs the operation of 2 GC is an important
problem since the position of a node in the sequence
corresponds to the amount of work it must perform.

Another extensionr of DH to groups was proposed
by Steer ef al. in Reference [23]. This protocol has
several favorable properties: it has no GC, has a
constant message size, and the member join operation
is efficient. The drawbacks of this scheme are that
the scheme involves serialization of the member nodes
similar to the previous GDH.2 scheme. Also, the work-
load is not shared equally among all the members. Most
importantly for mobile networks, the leave operation is
highly inefficient with the complexity depending upon
the member position in the serial order.

Kim et al. in Reference [24] modified the Steer
protocol by incorporating a broadcast round, known as
STR. The number of rounds was reduced from n — 1
to 2 and member serialization was not required but this
meant that one of the members in the group had to
perform the role of a2 GC. Consequently, the GC did
more work than the others and the message size was
1ot constant anymore.

The inmitial attempt to extend DH to group
communications was done by Ingemarsson et al.
Reference in [253]. The protocol executes in n — |
rounds and requires that all the members be arranged
in a logical ring. The positive properties of it are that
there is no GC, every member does equal work, and the
message size is constant. However, the protocol suffers
from communication overhead, inefficient join/leave
operations, and the requirement for a ‘group structure’.

Another elegant protocol for key agreement was
proposed in Reference [26] by Burmester and Desmedt.

Table I. Comparison of contributory key agreement schemes.

The protocol involves two broadcast rounds before
the members agree on a group key. This scheme
has several advantages such as the absence of a GC,
equal work load for key establishment (different for
join/leave), and a small constant message size. Some
of the drawbacks of this scheme are that it requires the
members to be serialized and the join/leave operation
is not very efficient.

Tree based schemes such as LKH [27] and LKH+,
LKH++ [28] have been used to generate group keys for
secure communication. The LKH schemes are scalable
and efficient in computation but they use a centralized
approach for key establishment. Instead of these
schemes, distributed tree based approaches such as
TGDH [2] and DISEC [29] are preferred for MANET'S.
TGDH and DISEC use the DH principles and hash
functions to achieve the group key respectively. They
are scalable and require a few rounds (usually O(lg{n)))
for key computation. Their major drawback is that they
require a group structure and member serialization for
group formation. The effect of node mobility, member
joinfleave on the tree structure, and key agreement
complexity need to be clearly studied before these
schemes can be efficiently used in MANETS. In Section
6, the comparison of the above schemes (except tree
based schemes) with CRTDH is given in Table L.

3.2. Related SGC Protocols for MANETs

Apart from the contributory key agreement protocols
discussed above, there have been a few schemes
proposed to solve the problem of secure group commu-
nications over MANETSs. At this point, it is important
to understand the difference between SGC schemes
and other protocols for providing security and pair-
wise keys between mobile nodes in a MANET. Active
research has been done in the area of providing security
services in a MANET [12,28,30-36]. Though all these
protocols provide solutions for secure communication

Protocol ING[25] BDI[26] GDH [22] Steer’s [23] STR [24] CRTDH
Rounds n—1 2 n n—1 2 2

Total messages a(n—1) 2n n 2n—1) 2n—1) 2n
Messages sent per m; n—1 2 1 2, 1 for mg, mu—1 1, n for mg 2
Messages received per m; n-—-1 n+1 2, 1 for mgp, muy—y n—i+41 n—i+1 n—2
Exponentiat-ions per s, n n+1 i+2 n—i+1 n—i+ 1L, me: 5n—1for AUTH-CRTDH

2n—1) n for CRTDH

No GC Y Y N Y N Y

No member serialization N N N N Y Y

User dynamics N N Y N Y Y
Uniform work load Y N N N N Y

Copyright © 2007 John Wiley & Sons, Ltd.
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between pairs of nodes, they do not address the problem
of SGC, which is the focus of this work.

Some of the schemes [37-39] proposed for SGC over
MANETSs assume the existence of a pre-shared secret
among the group members. Basagni ez al. described the
concept of secure pebblenets in Reference [37]. Here,
all the nodes in the network share a secret group identity
key beforehand. Further, this key is stored in taraper-
resistant devices that protect the key from attackers who
may capture the mobile nodes. The paper also discussed
various protocols for cluster formation. The proposed
scheme is suitable in the case, where all the mobile
nodes in the MANET are known beforehand. Further-
more, the overhead of such cluster formation protocols
should be considered in highly dynamic MANETS.

A password-based multi-party key agreement
scheme was proposed in Reference [38]. Here, all the
participating members are assumed to share a weak
password. The paper further discussed a scheme which
derives a strong shared key starting from the already
shared weak password. Pietro ef al. in Reference [39]
discussed a group key management scheme based on
the logical key hierarchy (LKH). This scheme also
assurnes the existence of a shared secret between each
member and the GC.

Li et al. proposed a hybrid key agreement protocol
in Reference [16] which is based on GDH.2. The paper
also discussed protocols for forming subgroups among
ad hoc nodes using the dominating set concept. Though
this scheme efficiently supports group formation and
user join/leave, it suffers from the same drawbacks as
GDH.2 such as the need for member serialization and
a GC.

A tree based extension of the DH scheme for
key agreement over MANETs was proposed in
Reference [40]. In this scheme a spanning tree is
constructed among the participating nodes before the
key agreement phase. The key agreement method
described is similar to the Tree based Group Diffie—
Hellman (TGDH) scheme [2] though with some
differences. Compared to the TGDH scheme, this
approach is more centralized and the intermediate
nodes are not virtual nodes but the members of the
group. The study in Reference [40] does not discuss
the aspects of node mobility or user join/leave and
its effect on the key generation and tree formation. Its
drawback, other than requiring member serialization, is
that the root node (initiator of the group) of the tree also
performs the role of a GC in order to set up the group.

A group key generation protocol was proposed in
Reference [17] by Yasinsac et al. This protocol is con-
tributory since it uses the concept of a combining func-

Copyright © 2007 John Wiley & Sons, Ltd.

tion to combine the information sent by all the mem-
bers. This is not a key agreement protocol since the key
is sent encrypted from the GC to all the other members.
Its major advantage is that there is no serialization. The
scheme on the other hand suffers from drawbacks such
as poor support for user join/leave and GC bottleneck.

4. The Proposed CRTDH Scheme

In this section, we will discuss the details of our
Chinese Remainder Theorem based DH contributory
key agreement protocol (CRTDH).

4.1, CRTDH Key Establishment

In order to establish the group key, each member I/; !
should execute the following steps:

¢ Step 1. Select the DH private share x; and
compute the public share y; = g% mod p. (¢ and p
are the generator and the prime modulus and are
made public.)

* Step 2. Broadcast the DH public share y; to all the
members in the group,

* Step 3. Receive the DH public shares and compute
the DH key shared with each of them

mij = y; mod p where

j=1,..i=1i+1,...,nand j£i (1)

Note: since there is no verification on the authenticity
of y;, the Man-in-the-Middle attack may exist in the
above steps. This is pointed out in Section 5 and
the enhanced scheme AUTH-CRTDH will solve this
problem.

* Step 4. Find the LCM of all the DH keys calculated
above as lcm;.

* Step 5. Select a random k&, such that
ki < min(m;;, ¥j), which will be its share of
the group key. Also select an arbitrary number D
such that D #£ k; and another number Dy such that
ged(Dy, lem;) = 1.

* Step 6. Solve the CRT and broadcast crt; to the group.

crt; = k; mod lemy;

crt; = Dmod D, (2)

!The notation is only for naming purposes and does not
represent any order/serialization of members

Wirel. Commun. Mob. Comput. 2008; 8:1297-1312
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¢ Step 7. Receive the crt values from all the other
members in the group and calculate

kj = C1t; mod my; (3)

for all j # i (note: k; has been selected to be less
than m;;) and compute the group key

GK=k1 D& ---Dky )

As can be seen from the above steps, each member
contributes a share in the formation of the group key.
The Chinese Remainder Theorem is used to send
each member’s key share (disguised) to all the other
members in the group. The DH key exchange is
performed to derive the modulus value in the CRT
calculation.

To understand the details of the scheme, let us
consider a member U] in a group of four members. The
first two steps of the protocol involve the generation and
distribution of the DH public share by each member
in the group. U; selects a DH private share x; and
computes its DI public share y; = g™ mod p. U then
broadcasts the DH public share y; to all the other
members in the group.

In Step 3 of the protocol, all the m;; values are
generated, which are nothing but the DH keys shared
between [/ and the other members. U] calculates
three m values mia, M3, M4 which are equal to
¥o'. ¥3', ¥4, respectively. y2, y3. 4 are the DH public
shares of members U/, U3, Uy broadcasted in Step 2.
The three DH keys (mq2, m13, m14) generated by U
are equal to ma;, may, #ay generated by Us, Us, Uy,
respectively, Uy then calculates the LCM of the DH
keys m 12, m 3, and m 4. This LCM value will be later
used for the CRT calculation in Step 6.

Step 5 of the protocol involves the generation of a
random key share k1 by Uy. Note: k1 < lemj and ky <
my ;. In the next step, U generates an arbitrary number
D and Dy, such that D, and lem; are co-primes.

After solving the CRT in Step 6, the solution is
broadcast to the group in Step 7. U; solves the CRT
to obtain crt; and broadcasts it to the group. U also
receives the CRT values crig, crts, crty from the other
members in the group. U; can obtain kg, ka, ks by
performing the following operations.

ko = crty (mod mi 1)
ks = crtz (mod #13) (5)
k4 = crtq (mod #114)

Copyright © 2007 John Wiley & Sons, Lid.

The individual &; shares are then XOR-ed to obtain
the group key GK.

Similarly all the members in the group calculate the
same group key. Any member such as U; receives the
(broadcast) values crty from U/q,. .., crt;—; from U;_q,
crtiyq from Uiyy, ..., and crt, from U, U; can then
compute kj,....k_1, kiy),...and k,. Along with its
own ki, U; has all the elements for computing the group
key. As aresult, all the members will compute the same
key.

4.2, Join Operation

The operations to be performed when a new member
joins a group are explained below. Let us assume the
member Us wishes to join an existing group of four
members [U, Uq, Us, Us). '

e Step 1. All the current members (U, Ua, Us, Us)
should compute the hash of the current key GK,
that is, #(GK). One of the existing (closest) member
should transmit this hash value A(GK) and all the DH
public shares yq, y2, ¥3, y4 to the new member Us.

¢ Step 2. Us will execute the steps given in the previous
subsection and broadcast the CRT value crts along
with its public DH share ys.

¢ Step 3. Existing members can compute the DH key
they share with Us and thereby calculate the k5 key
share selected by Us. The new group key GKpew is
computed by XORing the hash of the current key and
the key share of the newly joining member Us. Note:
h is a public cryptographic hash function.

GKnew = h(GK) &b kS (6)

Tt is obvious from the above steps that only the
newly joining member does the bulk of the work. The
existing members only do minimal work in receiving
the new key share and XORing with the hash of the
old group key. This is a desired feature in MANETSs
since there are frequent group membership changes
due to node mobility. The hash of the old key is sent to
the joining member since it should receive the shares
of the existing members but also not be able to read
the messages sent to the group previously.

In case of muitiple joins, all the joining members
should execute the above steps to contribute their share
towards the group key. The existing members then
XOR all key shares from the newly joining members to
get the new group key. This makes multiple joins very
efficient since existing members only perform XOR

Wirel. Commun. Mob. Comput. 2008, 8:1297-1312
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operations with all the contributed key shares. Also,
the join operation (single/multipie) involves only two
rounds of communication: one unicast message and
one broadcast message.

4.3. Leave Operation

The leave operation is similar to the join operation but
consists of only one round. Let us assume U3 is going
to Teave the group. Then the following operations need
to be performed:

* Any one of the remaining members, say Ui, should
redo the key agreement steps in Subsection 4.1 from
Step 4. In Step 4, the LCM value is computed from
the DH keys that a member shares with the other
members in the group. For the leave operation, the
DH key that I/} shares with U should be left out of
this LCM computation. Then, U] selects a new key
share k1 and computes the CRT, which is broadcast
to the group.

® The other members receive the crty value from U
and calculate the new &; value. The new group key
GKjew is computed as follows

GKnew = (0K & kl (7)

Tt should be noted that, when a member leaves
the group, one of the existing members does the
major portion of the work, that s, the LCM
and CRT computationl. During implementation,
suitable methods should be used that distribute this
responsibility to other existing members when there
are frequent leave operations.

In case of multiple leaves, all the leaving members
should be left out of the .LCM computation as shown
above. No extra computation is needed since the
protocol need not be repeated for each leaving member.
Thus the CRTDH protocol efficiently supports leave
operations and more importantly multiple leave
operations in a single round of computation.

4.4, Correctness of the Scheme

Itis not very difficult to show that all the members arrive
at the same group key. The group key is computed from
the key shares k; of each member U;. The key share k; is
in tumn calculated using the crt; values broadcasted by
each member. Every member calculates the crt value

Tin Section 6, implementation results have shown that this
computation is efficient.

Copyright © 2007 John Wiley & Sens, Lid.,

using the LCM of all the DH keys it shares with the
other members. Since the following holds:

k; = crt; mod LCM(m,-J,-) = crt; mod mji
(ki<m,-j=mﬁ)f0ra11j=1,...,i~1,i+1,...,n.

(8}

Each member can successfully compute key shares
and thus arrive at the group key.

4.5. Security of the Scheme

In this section we analyze CRTDH’s security. As
it will be pointed out in the next section, CRTDH
suffers from the Man-in-the-Middle attack and the
LCM attacks. However, CRTDH is secure against the
aftack trying to crack the group key under the common
believe (assumption) that the underlying DLP (or DH
Problem) problem and Chinese Remainder Theorem
are intractable.

Theorem 4.1, The CRTDH scheme is secure in
protecting the group key from being uncovered.

Proof. Since the group key GK=k; &k @
-« @B ky, if an attacker wants to uncover GK, the
attacker must first find out individual key share k;s
contributed by every member m;s. k; is contained in ert;
which m; computes via Equation {2) and broadcasts
in the second round. First, except the conditions of
D £ k; and ged(lem;, D) = 1 {of course, D should be
less than D), there is no other constraint on choosing
D and Dy, In particular, which kinds of values can
be selected as D and D, or how many bits D and D),
should have has no impact on the security of Equation
(2). Due to the security of Chinese Remainder
Theorem [41], k; cannot be obtained by an aftacker
from crt; unless the attacker obtained at least one of
the following values: m;;s and lcny. Note: obtaining
Dy, or D offers no help to an attacker. The following
three sets of congruences justify the above statements.

13=3m0d5I13m6m0d7\13=1mod3 ©)

13=1mod3({13=3mod5!13=6mod7

Suppose k; = 3 and lem; = 5. Which of (3, 1) and (7,
6) is selected as (D, D) does not matter. An attacker
cannot figure out which one is correct even though
both generate the same crt; = 13 (if they generate
different crt;, it will be more difficult for an attacker to
figure it out). On the other hand, even if we assume that
an attacker figures out D, = 3 and D = 1 somehow,

Wirel. Commun, Mob. Comput. 2008; 8:1297-1312
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for example, by guessing, the attacker still cannot get
k; since k; can be 3 (with lem; = 5) or equally be 6
{with lem; = 7).

Secondly, as for any m;;, it has been computed
using the DH key exchange protocol which is further
based on the DLP problem. Since DLP is intractable
[41], the attacker cannot figure out any my;. Thirdly,
as for lemy, it is computed by finding the LCM of DH
keys that member U; shares with the other members in
the group. This value is private and is known only to
the member U/;. For anybody else to calculate this Jemy;
value, knowledge of the DH keys that the member
U; shares with every other member in the group is
required. Thus, computing lem; again depends on
breaking DH key exchange, which is intractable. As a
result, CRTDH is able to protect the group key from
unauthorized access. O

5. AUTH-CRTDH: Authenticated Key
Agreement

In this section, we describe AUTH-CRTDH by
extending CRTDH with mutual authentication among
users [42]. The users utilize the services of a central
key generation center (KGC) for obtaining a secret
corresponding to the ID. This central entity is different
than a GC (present in many schemes) as the services
of the KGC are required only at system setup and it
does not participate in the key agreement procedure.
The operations performed at the KGC can be thought
of as offline operations that need to be performed prior
to the formation of any ad hoc environment. However,
these operations ensure that each node in the MANET
can authenticate itself to any other node in the network.
Thus, the Man-in-the Middle attack will be avoided.

There exists another kind of attack, even very low
probability, associated with CRTDH. We call it the
LCM atrack. The attack is possible due to the fact that
the LCM for any given set of numbers is not unique
to the given set. In other words, there could be many
more numbers that could possibly be added to the set
and still result in the same L.CM value. This could
cause problems in the member join and member leave
operations as discussed below.

Problem with member join: Assume that there exists
a group of four members, {U;, Uz, Ua, Us} who share
the group key GK and a user Us wishes to join the
group. The problem arises in the step where an existing
user computes the DH key that it shares with the newly
joined member and then proceeds to compute the LCM
for the set of values. There could be a case where

Copyright © 2007 John Wiley & Sons, Ltd.

the addition of the shared DH key does not affect the
LCM and hence the LCM value remains the same as
before. For example, assume that user U/ computes the
following after receiving the public share of s,

{Us} — ma1 = 6,map =4, maz = 8, mys = 12

(10)
As can be observed, lemg(= 24) remains unchanged
upon the addition of m4s. Hence user Us could obtain
the shared secret ka, if it could capture previous
messages sent by user Uy. Similarly, it is possible that
the values for all other lcms remain unchanged after
Us joins, thus making it possible for Us to obtain all
the previous key shares. This way Us can compute the
previous group key.

Problem with member leave: When an existing
member of the group decides to leave, say U;, the
rekeying operation is performed in order to maintain
forward secrecy. The problem arises once again due to
the fact that there may be cases where the new LCM
value for a user may stiil cover the DH key value that it
shared with the departing member. In such a case, the
departing member would still be able to decrypt the
message that the user broadcasts in order to distribute
its new key share.

One more issue associated with CRTDH is that %;
must be less than every m;; for j 7 i. m;; can be small
80 k; can be small too. This can be a serious security
hole. We solve the problem as follows: taking rm;; as it
was if it is larger than the half of the modulus and
the modulus —m;;, otherwise. In summary, AUTH-
CRTDH is described as follows.

5.1, Offline System Setup

The users in the system are identified with a unique
identity (ID). The scheme is analogous to the RSA
public key cryptosystem, with a value of e = 3. The
system setup procedure carried out at the KGC is
described below.

* Step 1. Generate two large prime numbers p; and
pr,andlet M = py - p.

* Step 2. Select the center’s secret key d from the
computation,

3-d(mod(pr—1)-(p2-D)=1 (1D

¢ Step 3. Select an integer g that is a primitive elerment
in Z3,.

* Step 4. Select a one-way hash function i which
would be used to compute the extended identity
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(EID;) of user U; as follows. & is made public.
EID; = A(ID;) (12)
¢+ Step 5. Generate the user secret key S; as
S; = EID¢( mod M) (13)

As a result of the above relation, the following
equation holds.

EID; = $?( mod M) {14)

When a user U; registers with the system, he sends
his ID; to the KGC, which performs Steps 4 and 5
mentioned above. The KGC sends (M, g, ki, §;) to U,
U; keeps §; secret and stores the public information
(M, g, k). In addition, the ID of each user is publicly
known.

5.2. Key Agreement

In order to establish the group key for a group with
m members, each member U; should execute the
following steps, where i == 1,2, ..., 5.

¢ Step L, Select the DH private share x;, and compute
the following values for the first broadcast.

Aj = §; - g% (mod M)
B; = g% (mod M) (15)

¢ Step 2. Broadcast A; and B; to all members of the
group.

¢ Step 3. Receive the public shares A; and B; from
other members in the group and authenticate the
users. BEach member U; calculates EID; = A(IDj)
and checks the validity of the member U/;’s broadcast
message through the following equation.

3

EID; = (16)

“°F
2
Bj

If the equation holds true, then the user computes
the DH shared secret with each of the members as
follows:

Bj'mod M if Bimod M >
M = _
o M— Bif-‘ mod M otherwise
(7

Copyright © 2007 John Wiley & Sons, Ltd.

Otherwise, U;’s authentication fails and action
would be initiated to remove I/; from the group.
Step 4. Find the LCM of all the DH keys calculated
above as [cm;.

Step 5. Select a random share for the group key &;,
such that &; <min{m;;, ¥/}. Also select an arbitrary
number D such that I # k; and another number D),
such that ged(Dyp, lem;) = 1 (similar to the original
CRTDH scheme).

Step 6. Solve the CRT: (as in the original CRTDH
scheme)

crt; = k; mod lemy;

crt; = Dmod Dy (18}

For authentication purposes, the user also computes
the following:

X; = h(k;)- g*” - S; (mod n)
Y; = g°P (mod n)
Zi = (AdliXi} (19)

and broadeasts {X;, ¥;, Z;, ert;} to the group.

Step 7. Receive the CRT values from all the other
members in the group and calculate the following:
{similar to the CRTDH scheme)

kj = crty mod Mmij (26)

for all j 3 {, To validate the authenticity of the key
k;, the user also computes EID; and verifies the
following equation

3

X2
(k)Y = ——L— (21
(Y; -EID;)

In addition, the user computes {A ;]| X j}¢; and then
verifies:

Zj={A;l1 Xl (22)

The purpose of this verification is authenticating
A; and X; to defeat the following attack: an attacker
selects a random r and replaces A; with A} and B;
with B! as follows: A! = A;#? and B! = B;#?, thus,
(AD?/(B})? = (A?/B?). Similarly, this is true for X;
and Y;.

After both of the above verifications succeed, the
user then computes the group key (as in the CRTDH
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scheme)

GK=h @k D Ok, (23)

Thus the Chinese Remainder Theorem is used to send
the secret key share of each user to all other members
in the group. The mutual anthentication is provided by
using an ID based scheme (See Reference [43] for the
principle of 1D based cryptography).

With AUTH-CRTDH, the member join operation
needs to be modified to make sure that the new lcm
is different from the old one. If they are same, the
new joining member is asked to reselect its new secret
share and broadcast its public share again. Similarly,
for the member leaving operation, it is needed to check
whether the new lem covers the DH value formed
with the leaving user. If covered, a new secret share
is selected and new lem is computed.

5.3. Security of AUTH-CRTDH

Similar to the security analysis of CRTDH, we prove
AUTH-CRTDH’s security below.

Theorem 5.1. AUTH-CRTDH is secure in protecting
the group key from cracking and in defending against
the Man-in-the-Middle and LCM attacks.

Proof. (1) AUTH-CRTDH uses the same mecha-
nism to agree upon the group key as CRTDH, thus,
by Theorem 4.1, AUTH-CRTDH is also secure in
protecting the group key from cracking. (2) Based
on the principle of ID based cryptography [43]
and by adding some additional steps and messages,
the Man-in-the-Middle attack can be prevented by
AUTH-CRTDH. Equation (16) verifies the identity
of the message sender and Equation (21) performs
verification again. These double vernfications wiil
defeat the Man-in-the-Middle attack. In addition, A;
is included in Z; (See Equation (19)} and verified in
Equation (22), thus, discovering any potential attack
which modified A; to A;#2 and B; to B;r” and passed the
verification in Equation {16). (3). The modified joining
and leaving operations nullify all LCM arttacks since
whenever the new [cm 1s the same as the old one, a new
DH secret share will be selected and the new DH public
share is broadcast for generating a new lem. il

Copyright © 2007 John Wiley & Sons, Ltd.

6. Results and Discussion

The CRTDH protocol meets the requirements specified
in Section 2. The protocol does not assume any pre-
shared secret between the members and does not
require the services of a TA or a group controller.
The DH key exchange and the Chinese Remainder
Theorem are not very computationally intensive. The
use of elliptic curves for the DH key exchange will
make the scheme more efficient. Communication-wise
the scheme involves only two rounds for the initial key
agreement and join operation and only one round for
the leave operation.

More importantly for MANETSs, serialization or
ordering of group members and communication is not
required for the proper execution of the protocol. Every
node in the MANET is treated equally and has to
perform the same amount of work to compute the group
key. It also efficiently supports single/multiple user
join/leave operations, which is an important factor in
highly dynamic environments such as MANETS.

The enhanced AUTH-CTRDH protocol has all the
above features except that there is need for a user to go
to an offline central entity to get its personal secret
corresponding to its public ID initially. This offline
central entity does not participate in any key agreement
process. Most importantly, AUTH-CRTDH is able to
verify users and to prevent illegal users from joining the
communication group, in particular, defending against
the Man-in-the-Middle attack and the LCM attack.

6.1. Comparison with Other Schemes

A comparison with other confributory key agreement
schemes is presented in Table L.

As can be seen from the Table I, the CRTDH protocol
involves two broadcast rounds. This is similar to the BD
protocol, but it does not require member serialization
whereas the BD protocol does. It also supports user
dynamics better than the BD protocol. In BD, the key
establishment phase ensures uniform work load among
all the members but during join/leave this is not true.
Hence, the BD protocol is indicated as not having
uniform work load in the table. GDH.2 (referred to as
GDH in the table) performs well in many regards but
its major drawback is that it requires member (as well
as message) serialization, the presence of a GC and a
non-uniform work load.

The Steer -protocol performs well doring key
establishment and member join but member leave is
inefficient. The STR protocol, which is an extension of
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the Steer protocol, supports efficient user dynamics and
key establishment but it uses the services of a GC and
thus does not ensure uniform work load among all the
nodes. The ING protocol has no GC and has uniform
work load for all members but here again, join/leave
support is not good.

A comparison with other proposed key management
schemes for MANETS is given in Table i1, The Mobile
CA approaches in References [32,33] do not deal with
group key generation as such, but they can be easily
extended to do so. Any member in the group can act
as the GC and generate the group key, which is later
sent to all the other members by encrypting it with each
member’s public key. This requires a minimum of two
rounds: one for broadcasting each users public key and
the second round for the GC to distribute the group key.

As can be seen from the table all the schemes
do not assume the existence of a pre-shared secret
among the members, On the other hand, except for
the proposed CRTDH scheme all the other protocols
need the services of a GC to distribute the key. Since
the major work is done by the GC, there is no uniform
distribution of work load among the members and the
selection of a GC is also an important issue,

With regard to the serialization of members, only
Li’s protocol requires this feature. In this scheme,
information 1s sent from one node to another in a
serial fashion requiring » — 1 rounds and one last
broadcast round. The Mobile CA and the Yasinsac
schemes de not require serialization since they are
not key agreement schemes by definition. These two
schemes use encryption algorithms in order to send
the group key from the GC to the members in the
group. Hence information need not be passed in any
particular order, only the encrypted group key is sent
from the GC to all the members. Also, due to the
use of encryption these schemes do not efficiently
support user join/leave operations. When a member
joins or leaves the group, n — 1 encryptions of the new
group key need to be performed. The GDH.2 protocol
efficiently supports single join/leave operations but
not a high level of dynamics. The proposed CRTDH
scheme on the other hand is a key agreement protocol
without member serialization and with efficient support
for user join/leave operations.

6.2. Implementation Results

Different SGC protocols were implemented in order
to find out the computation time for the protocols.
The implementation was done in C++ using the
Crypto++ library [44] for cryptographic functions. All

Copyright © 2007 John Wiley & Sons, Lid.,

tests were carried out on an AMD Athlon 900 MHz
machine with 256 MB RAM running Linux Redhat 9,
It should be noted that only the computation times were
calculated and compared in the following graphs. The
communication times for the different protocols were
not taken into account in the following graphs.

Graphs comparing the computation time of a single
member for key establishment, member join, and leave
are presented in this section. Other graphs discussing
the overhead on existing members when a member
joins or leaves the group are also detailed. The
following SGC protocols were implemented: CRTDH,
RSA,GDH.Z, ING, BD, and STR. RSA here means the
Mobile CA approach discussed in the previous section,
where a GC sends n encryptions of the group key to n
members. For GDH.2 and STR, the computation times
for the GC are calculated.

First, the computation times of a single member
for key establishment using the different protocols are
given in Figure 1 (left). Group sizes from 10 to 100
were considered for the tests, the time is given in
milliseconds. A group key size of 128 bits was chosen
since this provides a good balance between security
and performance. As can be seen from Figure 1 (left),
the CRTDH computation time increases linearly and
depends on group sizes. The ING and STR computation
times are almost equal and the computation time for
RSA does not vary much since the encryptions of 2 128
bit number is not very computationally intensive. The
CRTDH scheme performs better than the ING, STR,
and RSA schemes and is only slightly more expensive
than the GDH.2 scheme. But the BD scheme is the
most computationally efficient among all the schemes
for key establishment.

The computation time for the join operation is shown
in Figure I (right). The join operation times are similar
to the key establishment times in Figure 1 (left), since
the newly joining member essentially has to perform
the same steps as in key establishment. The CRTDH
computation time for the newly joining member is
slightly less than the key establishment time since
the newly joining member need not perform Step 7
(modular operation) of the key establishment process
mentioned in Subsection 4.2. It is important to note that
though the BD protocol performs well computationally
during the join operation, it involves two rounds of
communication whereas the CRTDI protocol involves
only one round. Also, in the BD protocol in addition
to the joining member, other existing members need to
perform considerable amount of computation whereas
in the CRTDH protocol, the computation performed
by the existing members is minimal. The computation
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Table if. Comparison of SGC schemes over MANETS.
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Protocol Li[5]

Mobile CA [32, 33]

Yasinsac [17} (AUTH-)CRTDH

Rounds

Total messages

No Pre-shared secret
No GC/CA

Uniform work load
No serialization

Key agreement
High dynamics
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Fig. 1. Computation time: a single member for group key establishment (left) and a joining member for join operation (right).

load on the other members during member join/leave
will be considered later in this section.

The computation time for a member leave operation
is given in Figure 2 (left). The CRTDH and BD
protocols have the least computation times compared
to the other protocols. The other protocols have similar
computation times as the key establishment and join
operations since all these three operations are quite

1500 [+

Time in miliseconds

1000

Mumber of Group Members

Time in miliseconds

similar. Again, the CRTDH leave operation involves
only one round of communication and less overhead
on existing members whereas the BD protocol involves
two rounds of communication and high overhead on the
remaining mernbers in the group.

The overhead on an existing member when another
member joins/leaves the group is an important factor.
In MANETS with high mobility there may be frequent

3500 T T T
CRIDH —4—

SA —4—
GOH.2/STR ---%--
BO -~g--
NG —=—

2600 |

2000

500 |-

Number of Group Members

Fig. 2. Computation time for leave operation (left) and overhead on an existing member when another member joins/leaves
(right).
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group membership changes, hence it is desirable that
the overhead on an existing member during such events
is minimal in order to save battery power. The graph
in Figure 2 (right) shows the overhead on one of the
existing members when another member joins/leaves
the group. As can be seen from Figure 2 (right), the
overhead on an existing member is highest when the
ING protocol is used. In order to make the graph more
clearer, another graph without the ING computation
times is shown in Figure 3 (left). It can be seen that
the overhead on an existing member is constant as
the group size increases for the RSA and GDH.2/STR
protocols since they involve one RSA decryption
and one DF public exponentiation, respectively. The
computational overhead for the BD protocol increases
as the group size increases. The CRTDH protocol has
the least overhead for an existing member compared
to all the other protocols. This is a desired property in
MANETS as previously discussed.

It is also interesting to find out the overhead on
the system when a member joins/leaves the group. The
system here refers to all the existing members in the
group, hence finding the sum of the computational
overhead for all the members in the group gives a
good indication about the overhead of the protocol.
The graph in Figure 3 (right) gives the sum of the
computational overhead of all the existing members
when another member joins/leaves the group. As can
be seen from Figure 3 (right), the ING protocol has
the maximum overhead followed by the RSA based
scheme. In order to make the graph more clearer,
both the ING and RSA computation overheads are
removed from the graph in Figure 4 (left). It can be
seen that the CRTDH protocol has the least overhead
on the system. With the BD protocol the overhead on
the system grows with the increase in group sizes. In
the case of highly dynamic environments with frequent
membership changes, such a high overhead is not
preferred.

From the above graphs, it can be seen that
the CRIDH key establishment process is efficient
compared to the other schemes except for the BD
protocol. The join operation is similar to the key
establishment process but can be performed in one
round of communication. The leave operation is most
efficiently supported by the CRTDH protocol. With
regard to the overhead on the existing members in the
group, the CRTDH scheme performs better than all the
other schemes compared above, Considering the other
CRTDH features such as no member serialization, no
GC, no pre-shared secret, and uniform work load, the
CRTDH protocol has the best overall performance.

Copyright © 2007 John Wiley & Sons, Lid.

6.3. Comparisons of AUTH-CRTDH with
CRTDH

The performance of AUTH-CRTDH is simulated
and compared with CRTDH. The three figures give
examples for this close relation between AUTH-
CRTDH and CRTDH. Figure 4 (right) shows the
initial group key establishment complexity. Figure 5
(left) shows the compuiation time for join operation
and Figure 5 (right) shows the computation time
for leave operation, all in terms of CRTDH and
AUTH-CRTDH. As can be seen, the results show that
AUTH-CRTDH is quite efficient and its performance
is within a constant factor (i.c., 3) of CRTDH’s
performance. The reason behind this is that AUTH-
CRTDH follows the same steps as CRTDH, the only
difference is that for authentication purpose, AUTH-
CRTDH computes five times more exponentiations of
CRTDH.

6.4. Some Implementation Related Issues

Due to the space limitation, the paper has focused on
proposing the new CRTDH/AUTH-CRTDH scheme
by presenting its main principles and security and
performance features. There are some other related
issues for a complete and runnable SGC key
management protocol which the paper has not covered.
Some typical issues include, for example, (1) how is
the group key establishment process started? (2) who
defines the size of a group? (3} during a joining/leaving
operation, when does the new key come into use? (4)
what is the renewal process and when does the renewal
occurs? (5) what needs to be done in case a rekeying
message is lost? Many of these issues are either
application-dependent or related to implementation
details. As for (1), all initial group members can start
the key agreement process simultaneously if they knew
their existence well at the beginning. An alternative
way is to start the key agreement process incrementally:
two members begin first, then other members are added
via joining operations. Some other mechanisms may
also be used. Moreover, the group key is computed
by XORing all key shares which are random numbers.
Thus the key shares can be generated using a pseudo-
random number generator. As for (2), the group size
can be determined either by a third party, one of the
group members, majority of the group members, or
all members of the group. It is worth mentioning that
the CRTDH/AUTH-CRTDH scheme does not limit the
size of a group. As for (3), this is the very issue of how
to keep keys synchronized. Some mechanism such as

Wirel. Commun. Mob. Comput. 2008; 8:1297-1312
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versioning keys can be used: whenever a new group
key is computed, the key version increases by one and
the new key can begin to be used for encryption. When
a member sends a data message, it also includes the
version of the key used to encrypt the message in the
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transmission packet. The receiving member of the mes-
sage will use the corresponding version key to decrypt
the message. Key renewal, that is, (4}, is an important
issue. Periodically renewing keys will prevent attackers
from getting enough time to crack a group key. In
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Fig. 5. CRTDH and AUTH-CRTDH computation times: Join (left) and Leave (right).
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CRTDH/AUTH-CRTDH, the renewal process can be
easily initiated by any of the group members and the
group key will getrenewed when the initiating member
selects and broadcasts a new key share k;. As for
the renewal frequency, it is dependent on applications
features and it is also a tradeoff between efficiency and
security. As for the message loss, that is, (5), the self-
healing mechanism can be incorporated to mitigate it.

These issues, along with more others, can be
investigated further in the future implementation of
AUTH-CRTDH.

7. Conclusions

With its numerous advantages, wireless networks are
set to dominate the field of computer networking.
Security of information over such networks is of utmost
tmportance to ensure reliable services. In this work,
we studied the problem of SGC and key management
over wireless ad hoc networks. After an analysis of
the properties of SGC and ad hoc networks, we have
identified the ideal features of an SGC scheme over
ad hoc networks. Also, we have proposed an efficient
contributory key agreement protocol, CRTDH (and its
enhanced version AUTH-CRTDH), which does not
require member serialization. When compared to other
key management schemes for ad hoc networks, the
proposed scheme satisfies all the desirable properties
that we have identified. In addition, AUTH-CRTDH is
able to defend against the attacks of Man-in-the-Middle
and LCM.
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